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400

TRANSMIT A NEIGHBOR DISCOVERY MESSAGE
401~ THAT INDICATES A TIME AT WHICH NEIGHBOR
DISCOVERY SIGNALING IS TO OCCUR

A\ 4

RECEIVE, DURING THE NEIGHBOR DISCOVERY
402~  SIGNALING TIME, SIGNALING INDICATING A
SIGNATURE OF AT LEAST ONE NEIGHBOR NODE

FIG. 4
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500

RECEIVE A NEIGHBOR DISCOVERY MESSAGE
501~ THAT INDICATES A TIME AT WHICH NEIGHBOR
DISCOVERY SIGNALING IS TO OCCUR

\ A

TRANSMIT, DURING THE NEIGHBOR
502~ DISCOVERY SIGNALING TIME, A SIGNATURE
IDENTIFYING THE NODE

FIG. 5
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1
METHOD AND APPARATUS FOR NEIGHBOR
DISCOVERY

REFERENCE(S) TO RELATED APPLICATION(S)

The present application claims priority from a provisional
application, Ser. No. 61/404,275, entitled “METHOD FOR
WIRELESS NODE DETECTION,” filed Sep. 30, 2010,
which is commonly owned and incorporated herein by refer-
ence in its entirety.

FIELD OF THE INVENTION

The present invention relates generally to communications
and, in particular, to node detection in wireless communica-
tion systems.

BACKGROUND OF THE INVENTION

This section introduces aspects that may help facilitate a
better understanding of the inventions. Accordingly, the state-
ments of this section are to be read in this light and are not to
be understood as admissions about what is prior art or what is
not prior art.

Within the typical neighbor discovery framework, each
mobile node periodically broadcasts Hello messages to
advertise itself. These Hello messages enable nodes in a given
vicinity to discover their neighbors and the link quality for
links to them. However, neighbor discovery itself is not
straightforward as one must deal with collisions. Typically,
distributed schemes are desired as centralized schemes are
not energy efficient, especially for networks with a large
number of nodes. Commonly used schemes are probabilistic,
where a node randomly exchanges messages with its neigh-
bors. The efficiency of randomized schemes can be further
improved by using synchronized time slots and receiver feed-
back information. Neighborhood discovery commonly relies
on the assumption that the network forms a single clique
where all nodes are within transmission range of each other.
In addition, nodes are able to detect their neighbors individu-
ally by means of a unicast transmission.

Generally speaking, such neighbor detection schemes suf-
fer from the following shortcomings

1. Due to collisions, the presence of a mobile node may not
be known to its neighbors.

2. Even in the case that each node transmits multiple Hello
messages, there is no deterministic time period in which
the entire neighborhood detection is guaranteed.

3. As a result of the above issues, determining the Wi-Fi
neighborhood of a mobile node can take time on the
order of seconds using such schemes. This process also
disrupts ongoing communications.

Thus, new solutions and techniques that are able to address
one or more of the issues encountered in neighbor detection
would meet a need and advance wireless communications
generally.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram depiction of signaling during a
neighbor discovery process in accordance with various
embodiments of the present invention.

FIG. 2 is a block diagram depiction of signaling during a
neighbor discovery process, in accordance with various
embodiments of the present invention, in which only two
neighboring mobiles are involved.
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2

FIG. 3 is a block diagram depiction of signaling during a
neighbor discovery process, in accordance with various
embodiments of the present invention, in which many neigh-
boring mobiles are involved (only selected entries of four
mobiles are depicted).

FIG. 4 is a logic flow diagram of functionality performed
by a node initiating neighbor discovery in accordance with
various embodiments of the present invention.

FIG. 5 is a logic flow diagram of functionality performed
by a node participating in neighbor discovery in accordance
with various embodiments of the present invention.

Specific embodiments of the present invention are dis-
closed below with reference to FIGS. 1-5. Both the descrip-
tion and the illustrations have been drafted with the intent to
enhance understanding. For example, the dimensions of some
of the figure elements may be exaggerated relative to other
elements, and well-known elements that are beneficial or
even necessary to a commercially successful implementation
may not be depicted so that a less obstructed and a more clear
presentation of embodiments may be achieved. In addition,
although the logic flow diagrams above are described and
shown with reference to specific steps performed in a specific
order, some of these steps may be omitted or some of these
steps may be combined, sub-divided, or reordered without
departing from the scope of the claims. Thus, unless specifi-
cally indicated, the order and grouping of steps is not a limi-
tation of other embodiments that may lie within the scope of
the claims.

Simplicity and clarity in both illustration and description
are sought to effectively enable a person of skill in the art to
make, use, and best practice the present invention in view of
what is already known in the art. One of skill in the art will
appreciate that various modifications and changes may be
made to the specific embodiments described below without
departing from the spirit and scope of the present invention.
Thus, the specification and drawings are to be regarded as
illustrative and exemplary rather than restrictive or all-en-
compassing, and all such modifications to the specific
embodiments described below are intended to be included
within the scope of the present invention.

SUMMARY OF THE INVENTION

Various methods and devices are provided to address the
need for improved neighbor detection. In a first method, a
node (e.g., a mobile node or a network transceiver node)
transmits a neighbor discovery message that indicates a time
at which neighbor discovery signaling is to occur. Then dur-
ing the neighbor discovery signaling time, the node receives
signaling indicating a signature of at least one neighbor node.
An article of manufacture is also provided, the article com-
prising a processor-readable storage medium storing one or
more software programs which when executed by one or
more processors performs the steps of this first method.

Many embodiments are provided in which this first method
is modified. For example, in many embodiments the neighbor
discovery message that is transmitted further indicates the
size of the signature and/or the number of entries to be set in
the signature to be transmitted during the neighbor discovery
signaling time. In some embodiments, the node transmits one
or more additional neighbor discovery messages that indicate
the time at which neighbor discovery signaling is to occur, the
size of the signature, and/or the number of entries to be set in
the signature. In some embodiments, prior to the time at
which neighbor discovery signaling is to occur on a channel,
the node jams the channel. Furthermore, in some embodi-
ments, the node transmits a neighbor discovery message after
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jamming the channel and just before the time at which neigh-
bor discovery signaling is to occur.

In a second method, a node receives a neighbor discovery
message that indicates a time at which neighbor discovery
signaling is to occur. Then during the neighbor discovery
signaling time, the node transmits a signature identifying
itself. An article of manufacture is also provided, the article
comprising a processor-readable storage medium storing one
or more software programs which when executed by one or
more processors performs the steps of this second method.

Many embodiments are provided in which this second
method is modified. For example, in many embodiments the
neighbor discovery message that is received further indicates
the size of the signature and/or the number of entries to be set
in the signature to be transmitted during the neighbor discov-
ery signaling time. In many embodiments, the signature com-
prises a binary vector Vx of size k such that only d entries are
set. Also, in many embodiments, transmitting the signature
involves transmitting to indicate which signature entries are
set. Depending on the embodiment, transmitting to indicate
which signature entries are set involves transmitting noise to
indicate which signature entries are set, and in some embodi-
ments noise is transmitted in the time slot, sub-channel blocks
that represent signature entries that are set. Also, in some
embodiments, transmitting noise to indicate which signature
entries are set involves not transmitting any signal in the time
slot, sub-channel blocks that represent signature entries that
are not set. Furthermore, in some embodiments, during the
neighbor discovery signaling time, the node transmits noise
over one or more pilots.

A node apparatus is also provided. The node being config-
ured to communicate with other devices in the system and
being operative to transmit a neighbor discovery message that
indicates a time at which neighbor discovery signaling is to
occur. The node is also operative to then receive, during the
neighbor discovery signaling time, signaling indicating a sig-
nature of at least one neighbor node. Many embodiments are
provided in which this node apparatus is modified. Examples
of such embodiments can be found described above with
respect to the first method.

A node apparatus is also provided. The node being config-
ured to communicate with other devices in the system and
being operative to receive a neighbor discovery message that
indicates a time at which neighbor discovery signaling is to
occur. The node is also operative to then transmit, during the
neighbor discovery signaling time, a signature identifying
itself. Many embodiments are provided in which this node
apparatus is modified. Examples of such embodiments can be
found described above with respect to the second method.

DETAILED DESCRIPTION OF EMBODIMENTS

To provide a greater degree of detail in making and using
various aspects of the present invention, a description of our
approach to neighbor detection and a description of certain,
quite specific, embodiments follows for the sake of example.
FIGS. 1-3 are referenced in an attempt to illustrate some
examples of specific neighbor detection embodiments.

The goal of the approach described below is the fast detec-
tion of mobile nodes that are in the vicinity of a particular
mobile node or Access Point (AP). It is believed that this
detection can take on the order of 1 or 2 msec. depending on
the embodiment and when conditions allow. In certain
embodiments, the node detection methodology is imple-
mented using an orthogonal frequency-division multiplexing
(OFDM) based IEEE 802.11 protocol (such as IEEE 802.11-
a/g/n). It is contemplated that in some embodiments, the node
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detection methodology will be applied in a system using a
combination of cellular link resources and 802.11 interfaces.
In such systems, it is desirable that both the network and
mobile nodes know about the mobile nodes within their IEEE
802.11 transmission range (referred to as “node vicinity” or
“Wi-Ficell”). (It is noted that the term Wi-Fi is used herein to
denote OFDM-based IEEE 802.11 networks.)

Consider, for example, a Wi-Fi network that contains
mobile nodes that may or may not support the neighbor detec-
tion methodology described herein. The nodes that do not
support this methodology cannot infer their presence and are
ignored for the purpose of the present discussion. In this
example, mobile nodes do not send their identities over the air
interface; therefore, an assumption is made that mobile nodes
either have a list of all node identities that may be located in
their vicinity and support the neighbor detection methodol-
ogy described herein or that mobile nodes are connected (via
an AP or any other air interface) to a server that has this
information.

Various embodiments of our neighbor detection method-
ology utilize a condensed sensing approach. See Kodialam, et
al., “Identifying RFID tag categories in linear time,” in
WiOpt, 2009. (Referred to herein as [1].) Given a universe of
N nodes, assume that at most m nodes are located in the
neighborhood of any mobile node or AP. Moreover, assume
that every node x is associated with a binary vector Vx of size
k such that d bits (entries) are randomly selected to be set to
‘1’ and the rest are set to ‘0’. The vector Vx of node x is
referred to herein as the “signature” of node x. The condensed
sensing approach is based on the following property:

Property 1: A node can identify all of the nodes in its
neighborhood with probability (1-epsilon) by only knowing
all the selected bits by the nodes in its vicinity, if k and d are
chosen such that:

k>=2.082*m*In(N/epsilon)

d=1.44*n(N/epsilon)

The method works like a Bloom filter in the sense that, in
order to verify if a node is present or not in a vicinity, one
needs to query the d bits that the node would have selected had
it been present. If all of those slots are 1, then the node is
declared to be present. It is noted in [1] that the key difference
from Bloom filters is that in Bloom filters the false positive
rate of each queried node is epsilon, while in the approach of
[1], the false positive rate is epsilon for identifying all m
nodes. This approach is more suited to the purpose of neigh-
bor detection, and therefore, will be utilized.

A way to implement the condensed sensing approach in
OFDM-based, Wi-Fi networks is now described. A message
transmission in an OFDM-based, Wi-Fi network is spread
over b=48 orthogonal sub-channels (while 4 sub-channels are
used as pilots). There are total of 52 sub-channels. Now
consider a node x with signature Vx of size k. The signature
Vx is divided into y=k/b sub-signatures denoted as S1,S2, . ..
Sy, each one with b bits. Thus, at any given time node X may
transmit a sub-signature Si with b bits by spreading the sub-
signature at the b different sub-channels, such that each bit is
mapped to a single sub-channel. If this bit is/then node x
sends noise on the corresponding sub channel, and if the bit is
zero then node x does not transmit any signal.

Now consider, with reference to diagram 100 of FIG. 1, a
node w interested in detecting the nodes in its vicinity. Node
w selects a time instance t0 at which the neighborhood dis-
covery process will start. Prior to time t0, node w sends
several “neighbor discovery” messages (e.g., 101, 102) that
indicate the time t0 as well as k and d. In addition just before
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10, w jams the channel (103) so no other node transmits at time
10. Node w’s transmission ends with a short message (104) to
initiate the neighborhood detection process. Moreover, start-
ing from time t0, the time is divided into slots of fixed known
duration. We denote by T1, T2, T3, .. ., Ty the time period of
every slot i, 1<=i<=y. Atevery time slot Ti, every node x in the
vicinity of node w (excluding w itself) transmits its sub-
signature Si. Moreover, to ensure that all the nodes detect a
busy channel (including the ones that do not support this
neighborhood discovery process) every node x sends noise on
the pilot sub-channels. During that time (105, from tO until the
end of the y-th time slot) node w listens to the channel and
infers a vector R which represents the aggregated signatures
of all the nodes in the vicinity of node w. Thus, by using
Property 1, node w can infer all the nodes in its neighborhood.

Diagrams 200 and 300, in FIGS. 2 and 3, depict signaling
in an OFDM-based, Wi-Fi network with only 11 sub-chan-
nels, one of which is used as a pilot (the sub-channel at the
center of the given frequency band). Thus b=10. Moreover N,
m and epsilon are assumed such that the calculated k and d
are: k=200, d=10. Thus, the number of time slots is k/b=20.
Since d=10, each mobile randomly selects 10 entries in the
time-frequency matrix; then at each selected entry, the mobile
transmits just noise. In diagram 200, the selected entries of the
two mobiles are marked with different patterns for the sake of
illustration. Moreover, entries that are selected by both
mobiles are also indicated.

Diagram 300 is similar to diagram 200, with k=200, d=10,
b=10 and using k/b=20 time slots. In diagram 300, we show
that although the number of colliding transmissions is higher
than that in diagram 200, every mobile has at least one entry
that is not used by any other mobile in the given vicinity.
These unique entries are critical to identifying the neighbor-
ing mobiles.

To demonstrate the usefulness of this approach, consider
typical numbers seen in a very large cellular network or an
enterprise network with N=10"5, epsilon=0.001, and m=100,
i.e., there are at most 99 nodes within the Wi-Fi neighborhood
of any node. With these numbers, one gets k=3835, d=26 bits.
Now consider IEEE 802.11a or g with b=48, thus only
k/b=3825/48=80 time slots are required for transmitting the
signatures of all nodes in the vicinity of node w. Assume that
every time slot has duration of one ODFM symbol which is 4
micro seconds. Consequently, the entire period of the signa-
tures’ transmissions is 4*80=320 micro seconds. For the sake
of comparison, note that sending a single packet at a maximal
bit-rate (data packet of 1500 bytes+ACK) over Wi-Fi also
requires about 320 micro seconds. Given any additional over-
head such as the messages sent by node w before time t0 one
can conclude that the duration of the neighborhood discovery
process is about 2-3 msec.

The detailed and, at times, very specific description above
is provided to effectively enable a person of skill in the art to
make, use, and best practice the present invention in view of
what is already known in the art. In the examples, specifics are
provided for the purpose of illustrating possible embodiments
of the present invention and should not be interpreted as
restricting or limiting the scope of the broader inventive con-
cepts.

Aspects of embodiments of the present invention can be
understood with reference to FIGS. 4 and 5. Diagram 400 of
FIG. 4 is a logic flow diagram of functionality performed by
a node initiating neighbor discovery, while diagram 500 of
FIG. 5 is a logic flow diagram of functionality performed by
a node participating in neighbor discovery. In the method
depicted in diagram 400, an initiating node (e.g., a mobile
node or a network transceiver node) transmits (401) a neigh-
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bor discovery message that indicates a time at which neighbor
discovery signaling is to occur. In the method depicted in
diagram 500, a neighbor node receives (501) the neighbor
discovery message. Then during the neighbor discovery sig-
naling time, the neighbor node transmits (502) a signature
identifying itself. The initiating node receives (402) signaling
indicating a signature of one or more nodes (for example, the
neighboring node’s signature).

Many embodiments are provided herein in which the meth-
ods and logic flows above may be modified. For example, in
many embodiments the neighbor discovery message that is
transmitted further indicates the size of the signature and/or
the number of entries to be set in the signature to be transmit-
ted during the neighbor discovery signaling time. In some
embodiments, the initiating node transmits one or more addi-
tional neighbor discovery messages that indicate the time at
which neighbor discovery signaling is to occur, the size of the
signature, and/or the number of entries to be set in the signa-
ture. In some embodiments, prior to the time at which neigh-
bor discovery signaling is to occur on a channel, the initiating
node jams the channel. Furthermore, in some embodiments,
the initiating node transmits a neighbor discovery message
after jamming the channel and just before the time at which
neighbor discovery signaling is to occur.

Furthermore, in many embodiments, transmitting the sig-
nature involves transmitting to indicate which signature
entries are set. Depending on the embodiment, transmitting to
indicate which signature entries are set involves transmitting
noise to indicate which signature entries are set, and in some
embodiments noise is transmitted in the time slot, sub-chan-
nel blocks that represent signature entries that are set. Also, in
some embodiments, transmitting noise to indicate which sig-
nature entries are set involves not transmitting any signal in
the time slot, sub-channel blocks that represent signature
entries that are not set. Furthermore, in some embodiments,
during the neighbor discovery signaling time, the neighbor
node transmits noise over one or more pilots.

A person of skill in the art would readily recognize that
steps of various above-described methods can be performed
by programmed computers. Herein, some embodiments are
intended to cover program storage devices, e.g., digital data
storage media, which are machine or computer readable and
encode machine-executable or computer-executable pro-
grams of instructions where said instructions perform some
or all of the steps of methods described herein. The program
storage devices may be, e.g., digital memories, magnetic
storage media such as a magnetic disks or tapes, hard drives,
or optically readable digital data storage media. The embodi-
ments are also intended to cover computers programmed to
perform said steps of methods described herein.

Benefits, other advantages, and solutions to problems have
been described above with regard to specific embodiments of
the present invention. However, the benefits, advantages,
solutions to problems, and any element(s) that may cause or
result in such benefits, advantages, or solutions, or cause such
benefits, advantages, or solutions to become more pro-
nounced are not to be construed as a critical, required, or
essential feature or element of any or all the claims.

As used herein and in the appended claims, the term “com-
prises,” “comprising,” or any other variation thereof is
intended to refer to a non-exclusive inclusion, such that a
process, method, article of manufacture, or apparatus that
comprises a list of elements does not include only those
elements in the list, but may include other elements not
expressly listed or inherent to such process, method, article of
manufacture, or apparatus. The terms a or an, as used herein,
are defined as one or more than one. The term plurality, as
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used herein, is defined as two or more than two. The term
another, as used herein, is defined as at least a second or more.
Unless otherwise indicated herein, the use of relational terms,
if any, such as first and second, top and bottom, and the like
are used solely to distinguish one entity or action from
another entity or action without necessarily requiring or
implying any actual such relationship or order between such
entities or actions.

The terms including and/or having, as used herein, are
defined as comprising (i.e., open language). The term
coupled, as used herein, is defined as connected, although not
necessarily directly, and not necessarily mechanically. Ter-
minology derived from the word “indicating” (e.g., “indi-
cates” and “indication”) is intended to encompass all the
various techniques available for communicating or referenc-
ing the object/information being indicated. Some, but not all,
examples of techniques available for communicating or ref-
erencing the object/information being indicated include the
conveyance of the object/information being indicated, the
conveyance of an identifier of the object/information being
indicated, the conveyance of information used to generate the
object/information being indicated, the conveyance of some
part or portion of the object/information being indicated, the
conveyance of some derivation of the object/information
being indicated, and the conveyance of some symbol repre-
senting the object/information being indicated.

What is claimed is:

1. A method of neighbor discovery, the method compris-
ing:

transmitting by a node a neighbor discovery message that

indicates a time at which neighbor discovery signaling is
to occur;

receiving, by the node during the neighbor discovery sig-

naling time, signaling indicating a signature of at least
one neighbor node;

receiving over at least one pilot, by the node during the

neighbor discovery signaling time, signaling indicating
a busy channel, wherein transmitting the neighbor dis-
covery message comprises transmitting the neighbor
discovery message to further indicate a number of
entries to be set in a signature to be transmitted during
the neighbor discovery signaling time.

2. The method as recited in claim 1, wherein transmitting
the neighbor discovery message comprises

transmitting the neighbor discovery message to further

indicate a size of signature to be transmitted during the
neighbor discovery signaling time.

3. The method as recited in claim 1, further comprising

transmitting by the node at least one additional neighbor

discovery message that indicates the time at which
neighbor discovery signaling is to occur.

4. The method as recited in claim 1, further comprising

jamming a channel by the node prior to the time at which

neighbor discovery signaling is to occur on the channel.

5. The method as recited in claim 4, wherein transmitting
the neighbor discovery message comprises

transmitting the neighbor discovery message after jam-

ming the channel and just before the time at which
neighbor discovery signaling is to occur.

6. The method as recited in claim 1, wherein the node
comprises one of a mobile node or a network transceiver
node.

7. An article of manufacture comprising a non-transitory
processor-readable storage medium storing one or more soft-
ware programs which when executed by one or more proces-
sors performs the steps of the method of claim 1.
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8. A method of neighbor discovery, the method compris-
ing:

receiving by a node a neighbor discovery message that

indicates a time at which neighbor discovery signaling is
to occur;
transmitting, by the node during the neighbor discovery
signaling time, a signature identifying the node;

transmitting over at least one pilot, by the node during the
neighbor discovery signaling time, signaling indicating
a busy channel, wherein receiving the neighbor discov-
ery message comprises receiving the neighbor discovery
message that further indicates a number of entries to be
set in a signature to be transmitted during the neighbor
discovery signaling time.

9. The method as recited in claim 8, wherein receiving the
neighbor discovery message comprises

receiving the neighbor discovery message that further indi-

cates a size of signature to be transmitted during the
neighbor discovery signaling time.

10. The method as recited in claim 8, wherein the signature
comprises binary vector Vx of size k such that only d entries
are set.

11. The method as recited in claim 10, wherein transmitting
the signature comprises

transmitting to indicate which signature entries are set.

12. The method as recited in claim 11, wherein transmitting
to indicate which signature entries are set comprises

transmitting noise to indicate which signature entries are

set.

13. The method as recited in claim 12, wherein transmitting
noise to indicate which signature entries are set comprises

transmitting noise in the time slot, sub-channel blocks that

represent signature entries that are set.

14. The method as recited in claim 13, wherein transmitting
noise to indicate which signature entries are set comprises

not transmitting any signal in the time slot, sub-channel

blocks that represent signature entries that are not set.

15. The method as recited in claim 8, wherein transmitting
signaling indicating a busy channel comprises

transmitting, by the node during the neighbor discovery

signaling time, noise over at least one pilot.
16. An article of manufacture comprising a non-transitory
processor-readable storage medium storing one or more soft-
ware programs which when executed by one or more proces-
sors performs the steps of the method of claim 8.
17. A node of a communication system, the node being
configured to communicate with other devices in the system,
wherein the node is operative
to transmit a neighbor discovery message that indicates a
time at which neighbor discovery signaling is to occur,

to receive, during the neighbor discovery signaling time,
signaling indicating a signature of at least one neighbor
node, and

to receive over at least one pilot, during the neighbor dis-

covery signaling time, signaling indicating a busy chan-
nel, wherein being operative to transmit the neighbor
discovery message comprises being operative to trans-
mit the neighbor discovery message to further indicate a
number of entries to be set in a signature to be transmit-
ted during the neighbor discovery signaling time.

18. A node of a communication system, the node being
configured to communicate with other devices in the system,
wherein the node is operative

to receive a neighbor discovery message that indicates a

time at which neighbor discovery signaling is to occur,

to transmit, during the neighbor discovery signaling time, a

signature identifying the node, and
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to transmit over at least one pilot, during the neighbor
discovery signaling time, signaling indicating a busy
channel, wherein being operative to receive the neighbor
discovery message comprises being operative to receive
the neighbor discovery message that further indicates a 5
number of entries to be set in a signature to be transmit-
ted during the neighbor discovery signaling time.
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